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FakeAV or Fake AntiVirus, also known as Rogue AntiVirus, Rogues, or ScareWare, is a
class of malware that displays false alert messages to the victim concerning threats that
do not really exist. These alerts will prompt users to visit a website where they will be
asked to pay for these non-existent threats to be cleaned up. The FakeAV will continue to
send these annoying and intrusive alerts until a payment is made.

This paper provides insight into where FakeAV comes from, what happens when a system
is infected with FakeAV, and how users can protect themselves from FakeAV.
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What is FakeAV?

Introduction

FakeAV or Fake AntiVirus, also known as Rogue AntiVirus, Rogues, or ScareWare, is a class of malware
that displays false alert messages to the victim concerning threats that do not really exist. These alerts will
prompt users to visit a website where they will be asked to pay for these non-existent threats to be cleaned
up. The FakeAV will continue to send these annoying and intrusive alerts until a payment is made.

This paper provides insight into where FakeAV comes from, what happens when a system is infected with
FakeAV, and how users can protect themselves from FakeAV.

During the last year, the number of FakeAV executables has grown enormously. SophosLabs has seen the
quantity of unique variants grow from less than 1,000 to well over half a million. This huge rise in popularity
among malware writers is primarily due to the direct revenue source that FakeAV provides. Compared to other
classes of malware such as bots, backdoor Trojans, downloaders and password stealers, FakeAV draws the
victim into handing money over directly to the malware author. FakeAV is also associated with a thriving affiliate
network community that makes large amounts of money by driving traffic toward the stores of their partners.!

Typical signs of infection

FakeAV usually uses a large array of social engineering techniques to get itself installed. Campaigns have included:
» Fake Windows Security Updates?

» Fake Virus-Total pages®

» Fake Facebook app*

» 9/11 scams®

Once on a system, there are many common themes in its behavior:

» Popup warnings
Many FakeAV families will display popup messages in the taskbar:

rd information theft, Safequard your
perform & fres security scan now,

Fig.2

1, Security Tool Warning X

Security Tool has detected harmful software in your system.
e stranaly recommended you to register Security Tool to
Hhreats immediately.

Fig.3

€3 system alert X

Click here to remove all potentially harmful programs found
immediately using CleanUp Antivirus,

Fig.1 Fig.4
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» Fake scanning
The FakeAV will typically pretend to scan the computer and find non-existent threats, sometimes
creating files full of junk that will then be detected®:

Fig.5 Fig.6 Fig.7

FakeAV uses an enormous range of convincing names to add to the illusion of legitimacy, such as:

» AntiSpyWarePro

» Antivirus Plus

» Antivirus Soft

» Antivirus XP

» Internet Security 2010
» Malware Defense
» Security Central

» Security Tool

»  Winweb Security
» XP Antivirus

» Digital Protector
» XP Defender

» CleanUp AntiVirus

There can be many thousands of variants for each family as techniques such as server-side polymorphism are
used heavily to alter the FakeAV executable. This is a process whereby the executable is re-packaged offline
and a different file is delivered when a download request is made. This can happen many times during a
24-hour period. One particular family that calls itself “Security Tool”” has been known to produce a different
file nearly every minute. This is how a single family can have such large numbers of samples.

Many families will also share a common code base underneath the polymorphic packer, where the application
is simply “re-skinned” with a different look and feel but the behavior remains the same.
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Infection vectors

How do people get infected with FakeAV?

Although there are many different ways that a specific FakeAV may get onto a system, the majority of
distribution avenues rely on social engineering. Ultimately, the user is tricked into running the FakeAV
installer executable in a way similar to many other types of Trojans. FakeAV authors have used a huge range
of different social engineering tricks and are continuing to come up with new ones all the time.

In this paper, we review several main sources of FakeAV infection:

» Search engine optimization poisoning

» Email spam campaigns

» Compromised websites and exploit payloads
» FakeAV downloads by other malware

Search engine optimization poisoning

A very common source of FakeAV infection is following results received from popular search engines while
searching for topical terms. FakeAV authors ensure that links leading to FakeAV download sites will feature
prominently in search results by using blackhat SEO techniques.® These poisoned results will redirect users
to a FakeAV-controlled website that displays a fake scanning page, informing them that their computer is
infected and they must download a program to clean it up. Alternatively, a fake movie download page may be
displayed, where users are prompted to download a codec in order to view the movie. This codec is in fact a
FakeAV installer.

Google Trends® is a service provided by Google that highlights popular search terms entered into its search
engine. Here is an example of how search terms taken from Google Trends are poisoned by FakeAV authors.
Let's do a search over the last 24 hours for pages containing terms from Hot Searches:

Google trends | |

Hot Searches [(LI5A)

Apr 21, 2010 - change date

1. miserable failure 6. goldman sachs sec 11. monhegan island maine
2. scott teporman !. american idol top 6 12, jack tenorman

3. anmie lennox hiv positive 8. pcd L3 pew 100 dollar bill

4. wio gat voted off american idal apnl 2 9. ps3 ypdate 3,30 14. dan fr LA

5. wu tang clan name generator 10. anegada british virgin islands 15. idol results
Fig.8
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Picking several of the terms and performing a search for them will produce several poisoned results:

Harry Wappler |r

9 hours 2go - Is Annie Lennox Hiv Positive - Meteor Shower April 2010 - Harry

Wappler . ... Stairway To Heaven Lyrics | Harry Wappler | Dove Awards | Goldman

Sachs Sec. ... What Does The New 100 Dollar ﬁll Look Like File Format:

PDF/Adobe Acrobat ...
e . * r.com/kpkfn.php?topic=harry%20wappler%20jr

Harry Wappler |r

9 hours ago - New 100 Dollar Bill . Harry Wappler Jr - A place where the sea

remembers chapter ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 -

Harry Wappler . ... Goldman Sachs Sec Obama - Harry Wappler |r - Terre De Haut

Guadeloupe ...

_~_._..comfjcwmv.php?t=harry%20wappler%20jr

Harry Wappler |Jr

9 hours ago - Goldman Sachs Sec Obama - Harry Wappler Jr - Terre De Haut
Guadeloupe - Roman ... What Does The New 100 Dollar Bill Look Like - Antilla
Mukesh Ambani ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 -
Harry Wappler . ...

I & .com/dprtf.php?off=harry%20wapplers%20jr

Harry Wappler |r

9 hours ago - Stairway To Heaven Lyrics | Harry Wappler | Dove Awards | Goldman
Sachs Sec . ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 - Harry
Wappler . ... What Does The New 100 Dollar Bill Look Like - Northern Belle Dining

2.com/onxdl.php?ad=harry%20wappler%20jr

Fig.9

Clicking on these links takes users to a fake scanning page, where they are told they have multiple infections
and need to download a program to remove the threats:

e Security Threat Analysis - Shiretoko

[ i j2dczey i
o it = = file Edit View History Bookmarks Tools Help

started [ Latest Headlines v

] pumpki.. & Oniine Anti 3 | 48 windows Enterprise Suite - . @

(A B [ 2] hopwwew: __Irp=p! %2F CjBbYbn2AeVik12qbVp2

[ Most visitedv @ Getting Started [5]jLatest Headlines v
johnny maest... @ #§ joe biden f bo... @ treat her like ... @ | *§ michael john... @ | volcanoicela... & |¥§

Hard Drive Antivirus scanner A
Local Disk (C:) Local Disk (0:) 9

_— -
@ 6 infocted files @ 1 infected files

System Tasks i lert Windaws Security -

2 View system inormat
d To hep protect your computer, Windows Wb Security [
02 Add ar remvte: putigred \7 have detected Trojans and ready to remove them.

B ooy st

@ Antivirus Protection Disabled

Theeat Name Threat type Threat Level
Detected spyvars s ashare on your computer:  Flenane: | @ Trojan Bankpatch.D Virus Medium
Other Places @ Trofan Horse IRC/Backdoor SABOLA.FRY  eakes3Z.a1 & Backdoor Tidserv.K Virus Critical
0y Neowork faces | |9 SPeurzse pertco0s.dat & Backdoor. Win32. Haxdoor.qu Virus High
ey @ Teckan Horse Generic11.00] vemreg3z @ Wa2.Daprosy Virus Critical
. @ Trojan.Qostogic - Key Logger reuan @ Backdoar. Tidserv Virus High I~
O3 shareé boumeats | | G Trojan-Pw.wins2 Lapinch.abm i ol
O controt pansi : E Recommended: Click *Erase infactsd" to erase oll infected and
Remove all Carcdl_| suspicious files and make your system protected. [Echze Infacied
Spywase 15 software. which an gather informaion rom users | Dataiwalchdog sy
COmpUtEr (rOUTAE Iternet connection and send them to is Fig.11

My Computer creater. Gather Information can be passwords, e-mall adresses s .
buhbtaind ek e e ey o wiwmi g

Name e Theeat tevel

@ Trojan Horse IRC/Backdoor. SABOLSFRY  Virus Medium - &

& iy e ooy file Edit View History Bookmarks Tvols Help

@ Trojan Horse Generic11.00) Vinus wigh - 3 —— - -

o Seesuon i — I3 =~k | 108p.  /7p=pS2dcWptaF %2 CjBbYbn2AeVik12g

@ Trojan-PSW.Win12 LdPinch b Virs Critical 7 - = =

- b s EnMost Visited @k Getting Started 5] Latest Headlines~

‘Recommend: Click “Stant Protection” bulton 1o rase all threats | Start Protaction

ohnny masst... i joe bidenf bo... 5 # treat herlike ... 5 | 4] michael jon... & $§volcanoicela... & &

system folders.

Syxtem Tasks 2

B} View sy somaton (] smamavocsnens (] somens

5 At or romove prorarss

3 caaiis & i i ik

Other Places S g Hard drive (€

& My Network Places

) My Docamants

£ shared Documents @ Wandows Secunty
B control Panet

Security

i i o e e e 3%
Details ing 2 crmet Files\dpvacen. il
My Computer 3
System Folder %, Your Computer is infected © waRNING | A
Name Type oreat tevd¥
@ Trojan. Thuxemelinf Vims Medium
@ W32 Fujacks.CElint Virus Medium

Fig.12
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Or, users are taken to a fake movie download page where they are told they need to download a codec to
view the movie:

Bookmarks Tools Help iBvie - Shi

ookmorks. Toors Help
(g, | PeTg 3 | [©l Bos b

@) hitpi §jmain phpTiand=41&afid=31111 - [E~
Started £ Latest Headlines~
Rarted EiLatest Headlines

frankenstei... o line A Sc.. 3 i Windows Enterprise S... | Online Antispyware Sc... i
idenfbo.. i1 | $treat herlike .. i+ michael john.. (i ] valcana cela

paper bag craft hall frank i in - free video!

8 min 46 sec, Raiting 9/10, 148541 views
** If the video is not playing please click here to install flash if you don't have it

Fig.13 Fig.14

In each case, users are tricked into downloading and running an unknown executable, which is the FakeAV installer.
Spam campaigns

FakeAV is often sent directly to the victim as an attachment or as a link in a spam message. The message

is predominantly sent through email, but other forms of spam have also been observed to deliver FakeAv,
such as instant messaging applications including Google Talk.'® The spam message itself usually uses social
engineering techniques to trick users into running the attached file or clicking on the link. Specific campaigns
vary and include password reset, failed delivery message and “You have received an ecard” scams.

Examples of email spam campaigns spreading FakeAV include:
» Account suspension scams: Victims receive an email message suggesting access to a specific account

has been terminated and they need to run the attached file to fix the issue.

I v acosnst nadification Frome "Hichcle Mimar® = @zl hinalnats Datns 20100418 08 20:4 BST

Deatr Customer,
This e-m=ail was =end by wfr to notify you that we have temporanly prevented access Lo YOUC ACCOUDE.
¥e have Teasons to beleive that your account may have been accessed by scmecne else. Flease run attached file

({e4] .fc

Fig.15

»

» Ecard scams: An email is received purporting to be from a legitimate ecard company. In fact, a FakeAV
installer is attached.

# You have received an eCard From: "greetingcard org” <suppert@areetingeard.arg= |

Tou have received an eCard
To pick up your eCard, open attached file
We hope wou enjoy you elard.

Thank You!

Fig.16
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» Password reset scams: Victims receive a message supposedly from a popular website, informing them
that their password has been reset and the new one is in the attached file.

+ Myspace Password Resel Confirmation! Your Support Fram: "suppar myspace” ssupporl@myspace com= Date: 2

Hey <mimd@ -fr>,

Because of the measures taken to provide safety to our clients, your d has been
¥ou can find your nev password in attached document.

Thanks,
The Hyspace Team.

Fig.17

» Package delivery scam: Details of a (fictitious) recent postal delivery are included in an attached file. In
reality, the attachment will install FakeAV.

'+ DHL Delivery Problem NR.73631 From: “DHL Marager Suzan Murphy scompany@dhl.coms

Hello!
Unfortunately we failed to deliver the postal package sent on the 16th of January in time
because the recipient’s address is incorrect.

Please print out the inveoice copy attached and collect the package at our office.

DHL Services.

Fig.18

Compromised websites and exploit payloads

Users can sometimes be sent to FakeAV websites by browsing legitimate websites that have been
compromised, where malicious code has been injected into the page. This can be achieved by penetrating
the target website's hosting server and appending (typically) JavaScript to HTML pages hosted there. This
redirect code can be used to send the browser to any type of malware hosting page including exploit kits and
FakeAV. This JavaScript code is almost always heavily obfuscated, and Sophos detects this type of malware
as variants of Troj/JSRedir.!!

SophosLabs has also seen hackers compromise legitimate web-based advertising feeds to ensure that
malicious code is loaded instead. This may take the form of an exploit that downloads and executes a
FakeAV binary as the payload or a simple iframe that redirects the browser to a FakeAV web page.!?!3

FakeAV downloads by other malware

FakeAV can be downloaded onto a machine by other types of malware. SophosLabs maintains many
honeypot machines that are seeded with different malware, in order to observe their behavior and ensure
protection is maintained when new variants are downloaded. We have seen several families install FakeAV
onto an infected machine, most notably TDSS, Virtumundo and Waled.!* The infamous Conficker worm was
also observed to install FakeAV onto infected computers.!® In this way, a hacker that has infected a computer
with TDSS or Virtumundo can extract more money from victims by forcing them to pay for FakeAV.
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FakeAV families

We now explain in more detail the behavior of FakeAV once it has made its way onto a target system.

Registry installation
FakeAV'’s typical behavior is to copy the installer to another location on the system and create a registry entry
that will run the executable on system startup.

The installer is often copied into the user’s profile area (e.g., C:\Documents and Settings\<user>\Local
Settings\Application Data), or into the temporary files area (e.g., c:\windows\temp) with a randomly
generated file name. This makes the FakeAV UAC-compliant on Windows machines that have UAC!®
enabled, thus avoiding a UAC warning popping up during installation. However, some families still do not
care about UAC and still create their files in the Program Files or Windows folders.

A run key entry is then created in the registry that will run the file when the system starts up. Typically, this
will be added to one of the following:

» HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
» HKCU\Software\Microsoft\Windows\CurrentVersion\Run
»  HKLM\Software\Microsoft\Windows\CurrentVersion\Run

Examples:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
wpkarufv

c:\documents and settings\<user>\local settings\application data\tqaxywicl\chgutertssd.exe

HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
CUA

c:\windows\temp\sample.exe

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
85357230

c:\documents and settings\all users\application data\85357230\85357230.exe
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Initiate a fake scan

Once FakeAV is installed, it will usually attempt to contact a remote website over HTTP and will often
download the main component. This will initiate a fake system scan, where many non-existent threats will
be discovered. The main FakeAV window is often very professionally created and victims can easily be

convinced that they are using a genuine security product. Here are several examples:

EE)

VIruS PIOtECtOr 19 overiew @ Scaner 38 Optons B Pihocy @ Udae now

&9 Scantype:
Quick scan Quick scan

Scomiproess:

‘Shom s eportinext el st o

Fig.19

Security Tool

WARNING! 28 infections found!!!
Last scan detacted malicious pragrams (7), viruses (7), adware (4),

spyware (10), bracking coakies (0),

These harmful programs cause:

X System crash
Permanent Data loss

System startup Fallures

x
x
X System slowdown
> Internet connection loss
x

Infecting ather computers on your network,

It is highly recommended that you remove &l the threats from your complter
immediately.

Continue unprd

®Digital

Protection

System scan
|| Security Status
e by Scan & fix your computer
=
[ —— (=]
" - irewal & Vendar Tyee Location Thresk Level
|| Advanced Cleaner
C\WINDOWS Help', signinhip .
e
e
Upgrade to full | Ry vour Computer s not protected
O clc here 1 sy pxobdens
et e

Fig.23

% %P Defender Pro - Unregistred Version

A\ Attention: DANGER!

ALERT! System scan for spyware, adware, trojans and viruses is complete. XP Defender Pro
detected 34 critical system objects. These security breaches may be exploited and lead to
the following:

@ Your system becomes atarget for spam and bulky, intruding ads

© Browser rashes frequently and web access speed decreases

@ vour photos, documents and dsget stolen

© Your computeris used for criminal activity behind your back.

© Bank details and credit card information gets disdosed

Click REGISTER to register your copy of xP Defender Pro and perform threat removal on your
system. The list of infections and vulnerabilities detected will become available after registration.

[ Register ] [ Remind me later

Fig.20

@ Security Center

Help protect your PC

G 5

fest securty andinis
an from Wisoh

H

+ Check or the test
Windows Update

© OFF 2

+ Getsuppertforsecurty-
bl leam o to i this problem.

* Gat help about Secu

+ Change the way Securty Center
sens me

4@ Automatic Updates OON v
# Virus Protection © OFF #
rotec your comp.
it

How dees s are hei orotect m computers

Manage security settings for:

©) xroctenderrre @ incernet Opions
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Once the fake threats have been discovered, users are told they must register or activate the product in order
to clean up the threats. Users are taken to a registration website (either through a browser or through the
FakeAV application), where they are asked to enter their credit card number and other registration details.
These pages are also very convincing, occasionally featuring illegal use of logos and trademarks from
industry-recognized organizations such as Virus Bulletin'” and West Coast Labs!®:

Fig.24

SECURE

BILLING SYSTEM

examiner:

r. Fig.28
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Other FakeAV behavior

Certain FakeAV families cause further distress to the victim by interfering with normal system activity.
Commonly, this includes disabling the Task Manager and use of the Registry Editor, prohibiting certain
processes from running and even redirecting web requests. This behavior further convinces the user that
there is a problem on the system and increases the likelihood of a purchase being made. This extra activity
can take the form of:

» Process termination: Certain programs are prohibited from running by the FakeAV, with a warning
message being displayed instead.

Security Tool
@ Application cannot be executed, The filz is infected, Please activate your antivirs software,

MSPAINT.EXE is infecked with worm Lsas.Bl evioger.
This worm is brying ko send your credit card details using
MSPAINT.EXE to connect to remate host,

Fig.29

Fig.30

The FakeAV will generally allow Explorer and Internet Explorer to run, so renaming an executable as explorer.
exe or iexplore.exe should allow it to be run.

» Web page redirection: Some FakeAV families will redirect web requests for legitimate web sites to an
error message or other type of warning message. This adds to the user’s fear and, again, makes the
user more likely to pay for the FakeAV.

Fig.31

» Installation of more malware: FakeAV has been known to download other types of malware upon
installation, such as banking Trojans, rootkits and spam bots.

10
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Prevention and protection

The most effective defense against the FakeAV threat is a comprehensive, layered security solution. Detection
can and should take place at each stage of the infection:

»

»

»

»

»

URL filtering: By blocking the domains and URLs from which FakeAV is downloaded, the infection can
be prevented from ever happening. Sophos customers are protected by URL filtering in Sophos Web
Security and Control'® and the latest endpoint security product.

Detection of web-based content: This includes detection of the JavaScript and HTML used on FakeAV
and fake codec web pages. Detection at this layer prevents the FakeAV binary from being downloaded
(e.g., Mal/FakeAvJs, Mal/VidHtml).

Proactive detection of the FakeAV binary: Using Behavioral Genotype technology, many thousands of
FakeAV binaries can be detected with a single identity. The number of samples currently detected as
variants of Mal/FakeAV and Mal/FakeAle is well in excess of half a million.

Run-time detection: If a FakeAV executable manages to evade the other layers of protection, Sophos'’s
Host Intrusion Prevention System (HIPS) can detect and block the behavior of the FakeAV sample when
it tries to execute on the system.?° HIPS includes rules that specifically target FakeAV.

Spam blocking: Sophos Email Security and Data Protection blocks spam containing FakeAV before a
user even sees it.?!

Conclusion

FakeAV is a prevalent and rapidly growing threat. The direct financial benefit gained from FakeAV means that
it will not go away; in fact, it will likely become even more widespread.

FakeAV is already distributed through a large number of sources. The variety and inventiveness of its
distribution will only increase.

Fortunately, users can protect themselves through a comprehensive and layered security solution that detects
and defends against FakeAV at every possible level.

11
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Screenshot appendix
Fig.1

i"-.. Security Tool Warning b

Security Tool has detected harmful software in yaour syskem,
We strongly recommended you bo regisker Security Tool ko
rermove these threats immediakely,

Fig.2

&) System alert x

Click here ko remove all potentially harmful programs Found
imrmediately using CleanlJp Antivirus,

Fig.3

€3 virus intrusion!

Your computer security is at risk, Spvware, worms and Trojans
were detected in the background, Prevent data corruption and
credit card information theft, Safeguard yvour system and

perform a free security scan now.
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Fig.4
| Anti-Spam Wa nl 19

5 Mailing  Pr
detectedt If you are not
you must stop it imimediately

Server:
Username:
Address: i cetthisil.com

Mail counter: 131
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" R
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Scan sharted: 125743
Sean dursbon 00:00:13
Dbt soannied: ¥l

CAWIHD WS ey charre
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Fig.6

¥ XP Defender Pro - Unregistred Yersion
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Current PC State: Scanning ..

Main
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Perform Scan Malware database status: 7| Up to date
P i
Fille Mahware Name
* Internet Security B CIYWINDOWS\system32\configisystemprofilelTem. \8N.dl  Email-WormJS.Gigger ~
B CYWINDOWS\system32ispool\priprocs\e2 gifSbpat M-Worm.Win32Kelvirk
“ﬂ Pareonal Sty B CIWNDOWS\eystem32| 105 DMmPe.s BWME Twelve. 1378
f‘. Proactive Defense
a Firewall
5‘. Configuration
W

Activate your copy right now and Scan Process: 10% Infections fownd: 3
get full real-time protection with I,___ |
XP Diefendar Pral J | 0P l
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Fig.7

- [ I Registrabion  Updats  Support

iL System Scan

d cefart.dl Wirs, DS, JefF 612 It is & very dangerous nonmemo,
® Trajan deskmmon,dl Trojan, BAT.Delsd.h This Trajan is & BAT file, Mis 21

FPSA WAREE, .., This T 1 pragram i designed |
b, ) r Exit'w.5 This Trojan i & JevaSoriph soen

& Acveare

phech. gxe

& Acware It is Pt & dargerous

® Rogus

CHWINGO WS syestern 32 wavemsp. di

Fig.8

Google trends [ | [ earch wends

Thp: Wse commas to compars muktiple search terms

Hot Searches (USA)

Apr 21, 2010 - change dats

1. miserable failure 6. goldman sachs sec 11. monhegan island maine
2. scott teporman 7. american idol top & 12, jack tenorman

3. aonig lennos hiv positive 8. ped L3 pew 100 dollar bill

4. who got voted off american idol april 21 9. ps3 update 3.30 14. don frye

5. wu tang clan name generator 10. anegada bntish virgin islands 15, idol results
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Fig.9

‘Harry Wappler |r
9 hours 2go - Is Annie Lennox Hiv Positive - Meteor Shower April 2010 - Harry
Wappler . ... Stairway To Heaven Lyrics | Harry Wappler | Dove Awards | Goldman
Sachs Sec . ... What Does The New 100 Dollar Tgl Look Like File Format:
PDF/Adobe Acrobat ...

l.com/kpkfn.php?topic=hamy%20wappler¥%20jr

Harry Wappler Jr

9 hours ago - New 100 Dollar Bill . Harry Wappler Jr - A place where the sea
remembers chapter ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 -
Harry Wappler . ... Goldman Sachs Sec Obama - Harry Wappler |r - Terre De Haut
Guadeloupe ...

— . _.rcomfjcwmyv.php?t=harmy%20wappler’20jr

Harry Wappler Jr

9 hours ago - Goldman Sachs Sec Obama - Harmy Wappler |r - Terre De Haut
Guadeloupe - Roman ... What Does The New 100 Dollar Bill Look Like - Antilla
Mukesh Ambani ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 -
Harmry Wappler . ...

| ", r.com/dprif.php?off=hamy%20wappler?20jr

Harry Wappler Jr

9 hours ago - Stairway To Heaven Lyrics | Harmy Wappler | Dove Awards | Goldman
Sachs Sec . ... Is Annie Lennox Hiv Positive - Meteor Shower April 2010 - Harry
Wappler . ... What Does The New 100 Dollar Bill Look Like - Northern Belle Dining

:.com/onxdl.php?ad=harmy%20wappler¥%20jr

-
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Fig.10

File Edit View History Bookmarks Tools Help

G || hopywww2 bumvirusnow36,  _ 1/2p=p52dcwptaF%2F CjBbYbn2aevik12qbvpe2f

[ Most Visited~ g@Getting Started [ Latest Headlines +
*§ johnny maest... i 4 joe biden f bo... @ | § treat her like ... @ | *§ michael john... & *fvolcano icela... & M

i Hard Drive Antivirus scanner
E Document: = Local Disk (C:)

-
= Local Disk (D:) ©
E Plotures — -_ = -
B W © infocted files W 1 infected Ffiles
MUSIC

& Racenlly Changed

Windows Security

@ Antivirus Protection Disabled

Threat Kame

Theeat type Threak Lawel
@ Trojan. Bankpatch.D Virus Medium
@ Backdoor Tidserv K Virus Critical
@ Backdoor.Win32.Haxdoor.gu Virus High
@ W32 Daprosy Virus Critical
@ Backdoor. Tidserv Virus High [+

Recommended: Click "Erase infocted” to erase all infected and 1
suspicious files and make your system protected. Er:ase_mfected
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Fig.11

File Edit View Histan_r Bookmarks Tools Help

c 0 |} hitpyiwwwl suaguardprotect08p. fip=p52dcWptaF%2FCjBbYbn2AeVik12qT

[ Most Visited~ g Getting Started 5| Latest Headlines~
2§ johnny maest... 3§ joe biden f bo... & ] treat her like ... | #§ michael john... & *J volcano icela... &

System lolde
System Tasks ; ket
[ view system information Il,.«J Shared Documents l—’J My Documents
i) Add or remove programs
G‘ Change a selings Hard drive

Sl Hard drive (C:
Dther Places “ﬁ' o
i My Notwork Places
‘;i v Security
L] My Documents
£ shared Documents @ Windows Security
@ contmol Panel

ekt e e e 8%

Details Checking: C:\..\LocalService\Local Setlings\Temporary Internet Filesidpyacm. dll

My Computer
System Folder

Computer is infected

Mame Type Threat levh
@ Trojan. Thuxeme!inf Virus Medinm
@ W32 Fujacks.CElinf Virus Medinm

Recommend: Click “Start Protection® button to emse all threats | Start Protection |
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Fig.12

' i | hotp:iscanweb ney7p=WEmimHvVmaGgH/so22EeyveORCTZIbvoK Db2 valfaTUZNFlj2dcZqTinde 2BHodj Sb v (Gl

started [E]Latest Headlines~
halloween costume pumpki... o

Online Antispyware Scanner 0 | b4 Windows Enterprise Suite - ... @

System Tasks 2 Windows Security Alert

E‘I View system informatid

B | To help protect your computer, Windows Web Security
_'J Auld or rEmove progimy \r} have detected Trojans snd ready to remove them.

D‘ Lhamqeﬁ setbings

Dsbected spvwans srd sdwsre on vour compuker Fileriamea:

Other Places @ Trojan Horse IRC/Backdoor SaB0t4 FRY  ledkcs3Z.a0 [

2 sy Network Paces Q sHeur 250 perfc009.dat
0 @ Trojun Horse Genericl 1.00] vInmreg32.dil
et
My Docammziy 0 Trojan. Doolegic - Key Logger e dll

= Sshared Uncuments @ Trojan-PSW.Win3 2. LdPinch.abm

ieapfitr.dil |

D Enntrol Panel

[R.urmeal ] |_ tan-cnij

o i A
Spyware is software, which can gather information from user's walchdog. 5ys

'ﬂ computer throught Internet connection and send them To s

creater. Gather information can be passwords, ¢-mall adresses

and all that data, which Is Important for you,

Detailks

My Computer
System Folder

@ WARNING ®

Name Typ= Threal level
@ Trojan Horse IRC/Backdoor. SdBatd. FRV Virus Medium |
@ SHeur.ZsQ Virus High |
& Trojan Horse Genericl 1,00] Viras High |-
@& Trojan.Qoologic - Key Logger Vimas High
@ Trojan- PSW.Wind2.LdPinch.abm Virus Critical |—

Recommend: Click *Start Protection® bulton o erase all threals | Start Protection |
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Fig.13
Free Movie = Simretoko =}
ookmarks Tools Help
@ | fttp:in Hrmain.php?land=41Laffd=31111 v | G

warted 5 Latest Headlinas

iden f bo... o S treat her like ... & |24 michael john. #§ volcano kcela... @ |44 Goagle Trend... & J annie lennox ... & | @) Free Movie

B Message Box: Object Esror

Video ActiveX Object Error:

et desplay Ehis
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Fig.14

Bookmarks Tools Help
go | hitpfwww.  * * Lcom/profindex. php?g=paper+bag+craft+halloween+frankenstein+pumpkin

Started [ Latest Headlines ~

| ' halloween frankensted... [ Online Antispyware 5¢,.. & @l Windows Enterprise 5... & ¢ Online Antispywarne 5¢...

paper bag craft halloween frankenstein pumpkin - free video!

8 min 46 sec, Raiting 9/10, 148541 views
= If the video is not playing please click here to install flash if you don't have it

Fig.15

+ Ar aceeun nelification Frams "Hchols Muras® = Al binval ret >

Dralms 2010-04-19 (82046 PST

DEatr CUatomer

Thi= e-m=ail sa= =end by L Efr o notify you that we have temporanly poevented acce=s Eo $ouc account.

¥e heave reasons to beleive that your account may have been accesased by somecne else. FPlease run actached file

[{ad] 4
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Fig.16
[#  ¥ou have received an eCard From: "grectingcard.org” 2supporb@grastingcard.org=

¥You have received an eCard
To pick up your eCard, open attached file
We hope wyou enjoy wyou eCard.

Thank You!
Fig.17
= Myrpace Pazvword Resel Confirmation! Your Support Fram: “wupparl myipace” saupparli@imyspece coms Deale: 2
Hey <aimidf@ frx,

Because of the measures caken o provide safety to our clients, vour passwvord has been changed.
You can find your newv password in attached documenc.

Thanks,
The Myspace Team.

Fig.18

= OHL Delivery Problem NR.79631 From: "DHL Manager Suzan Murphy” scomparnn@dhl.com =

Hello!
Unfortunately we failed to deliver the postal package sent on the 1é6th of January in time
because the recipient’s address is incorrect.

Please print out the invoice copy stctached and collect the packages at our office.

DHL Services.
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.t‘: Resources ad

Get the latest secunty and virus
infermatian from Micrasoft

Ched for the tatest updates from
windows Update

Get support for security-related
lesues

Get help about Sequrity Center

Change the way Sacurily Center
akerts me

Security Center

Help protect your PC

Security essentials

Securty Centerhelps you manages your Windows security settings. To help protect your computer, maks

sure the thrae security azsentials are marked ON. Hthe sellings are not ON, fellaw the recommandatbons.

Tor retum to the Secunty Center later, open Controd Paned.
Whats ne windees Lo nelp probed my comauter

¥F Defender Pro reports that it is currently turned off. A firewall helps proted your computer from
potentially harmful content on the Intemet. Click Recommendations to learn how to fix this problem.

How does & firswall ha roted my compubesl

'ﬁ Automatic Updates 0 0N ¥

" Virus Protection @ OFF

XP Defender Pro reparks that itis tumed off. Antrarus software heips proted: your computer against
viruses and other tecurity threats. Click Recommendations forsuggested sction: you cantahe,
How does antivirus software help proted my computer?

b

Manage security settings for:

@ XP Defender Pro 9 Internet Options
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Fig.20

¥ XP Defender Pro - Unregistred Yersion

A Attention: DANGER!

ALERT! System scan for spyware, adware, trojans and viruses is complete. ¥F Defender Pro
detected 34 critical system objects. These security breaches may be exploited and lead to
the following:

@ ‘our system becomes atarget for spam and bulky, intruding ads

@ Erowsercrashes frequently and web access speed decreases

@ ‘ourpersonalfiles, photos, documents and passwords get stolen

@ Your computeris used for criminal activity behind your back

1]

Bank details and credit card information gets disclosed

Click REGISTER to register your copy of XP Defender Pro and perform threat remaoval an your
gystem. The list of infections and vulnerabilities detected will become available after reqgistration.

Register I [ Remind me later
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Fig.21

Security Tool >

WARNING! 28 infections found!!!

Last scan detected malicious programs (7], wiruses (71, adware (4),
spyware (100, tracking cookies (0%,

These harmful programs cause:

Swvskem crash
Permanent Diata loss
System startup Failures
Svsbem slowdawn

Inkernet conneckion loss

XX X X X X

Infecting other computers on wour network,

It i= highly recommended that vou remove all the threats From your computer
immediately.

F‘Eﬂmuall Ehreaks now Continue unprokected
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=

P Evaae iR e = | i1

Frerw age af anftinm sotaem

{191,003
@ L 3 Ovendew ®, Scanner & Optlers 5 Privacy 8 Update now

] Scan type:
Quick scan Quick scan

Scanning progress:
I
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Fig.23

w rht:ilal Protection |:|._!|

@ Digital Protection

System scan

_l becuT: Eﬁf}:ﬁml Scan B fi< your computer
Scan type:

L

# | Wendaor Tvpe Location Theaak Lenel

(Buytiow 7. Acowate ) Help & Support

>

' Firewall
protect your network security

| | Advanced Cleaner

aptimize getemn perlomance

'l Check for updates
updane vine definigans

~ . Settings

ok manage your prefeences £\ WINDOWS', Help',signin hip &
Objects scanned: §15
Threats detected: 0

Remmaved: 0

. Upgrade to 1:”" I'F] Your Computer is not protected
Q__ Narmon nowt clck here 1o fx securit probiems

Easy ane-click registration

Your compuier is not profected! Click here fo octivale profection.. Build BE-[=h315456
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Fig.24
[« dctvarionbape ]

!

[ 100% ="

PROCRESSIVE ALCOATTHM

The all-im-ane Systen and performance service For your Windoms 08 or Windows Vista-hased PC

o Month Guard Subscoription 1 Year Guard Subscription Lifetime Goard Subscription
$89.95
$49,95 $69.95 SAYE ONLY NOW 60%
[Siecrbe mow | Sbsee o [Sibrcre o
P st $49. 95 ot & Month Claanilp Antharus For just $£49.95 o | Year Cleanlip Aithaus For just $99.95 For LFetame Cleanip dnkivis
Sofpvesns Lioares (srgls bosnss) This i & one- Software Licaras (aragie boeres) This i = one- Ealtwirn LEwran =
tirra chargea, Wou il ot b rabilled, tirres chargs, Yo vl rot b rebllad, Rtirne: change. Fou Ioes redulled
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Fig.25

T, com - AP Defender Pro

Microsoft Internet Explorer

XP Defender Pro

Probec] oned Secung your Vendowes 05

Himpae Flury Mow Suifrpiirt

New KF’ Defencter Pro

"F Defervdes Proomi
thing

Ea&sier b

dtiphe lavers of probection means i
|
of the past

& Months Licenss - §49.95
(Full & Manh Licenss Inchiding

I \'le Llr.cm: $50.95

curge Inckacding Acko ackivsbion s Bremes 3477561

Z Years License - $60.95

Pl 2 1 Licerus Induding Aulo schvalion snd Bremeam 247

Great Featuros

Identaty protecbion - up-to-the-minute bankeng and shoooeng protechon
¥P Diefender Pro [dentity Probection enhances your oarent anb-vinus softwars by shislding vour passwords,
reck card numbers, and all obher privabe inf ormation from pring epes

webshicld - safe sodal networking, chatting ared dosmioading
Wity afloss o) 00 dowarlnueld didd e chani Fes withot resk of wirus inletion, inchuding fles dowrdasdng
wisang 100, MK snd Yaboo! instant messengens,

[ Anti-span - sale, unchithened e-mal

O WP Defender Fro Ant-Spam featurs sdopts & regulsardy opdated detsbass For detecting al Formes of spam

Anki-viras and apti-spyware - safe computer
Ot ArkFvins and Anb-Spymane bechrology probects wou From Faling wickim bo or uresittingy
wETn, O Toogan horse. TE ako prervents th

spreading a virus
atiorzed access of information from Bobh soyvwars and adwre

Enhaneced firewall - Diock adkers
O Endhanomd Firsiual srsunes o &

PR Wik ok EFing Lo Soces our

What do our Facebook fans think about the product ?

fender Pro bobally rules) I.‘.sr\:
CONE h nuns s o scalded ape .

Men 0P Defendsr Pro s too great

"1 tried & Fewe diffemi programe in
v

motives a8 anwthir
nathing i perfe ried many so- t doesnt siow (R
seems bo shrive to be ac programs, Dk W9 svervone ot ¥P Deferder Pro for
b i bt cr it Dref eender Pro & Bhe ondy o hak Feedpire) studend s e e, [Yis 1 have
e et possibls for REALLY worh bater ko tha woica of 9,07
Eeven Erantz o Trey Faulkner Gamble

Steven Dufault

£ 2010 ¥P Defender Pro Technologies

wion and Pramium 247555 SUppot]

Support

dertity theft, spam and wnses e 3

=P Defender Pro continues bo win
awards!

B Answers n:gl':pl'-rullq]rq] Award
WO CA 501 from the

P e P b
examiner t sl e
Thay SUCeEror
protection, compatabdity
and & pr d

==

West Coasst Labs Award

Wiries Bulletin Award

us Sulletic, an
ek

|n|:|-a et e EBon rate.

Homepage Bary Mo Support
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, Tool

Chaonse your subscription type:

2 year Softmans License £49.85

W

lifekinee Softsers Lcoren, B0 discount! § 79,95

F  Sgnmeun For o pachess of Sysbem Tuner
o vl b bl oot s of ondy $29.95.,

R Sgnme up For s purchess of Lifstees Premigm Support of orby §19.98,

Terms
Wou & purchasng Securlty Tool, Ths i
& ore-time cherpe snd vou vl mot be

skl

Credit Cmd misrmation C'ontact hifonnation
Card Type Vsl = Email
Card tumbier Coumtry  [Lirded Kingdom JET |
EspirationDate [ ] [— & Address
C¥¥2 Mamber City London
[First Maime 2ip Code:
Last Nanse Telephone
[
L\\‘-}.‘ = TR

ESAPTR TANT: Miease aliow i Lo Dwo indnibes for b proceiidg of wois order. Don't ciek BACK or CANCEL wids walling.
Customer Support

32



A Sophos white paper

What is FakeAV?

Fig.27

it al Frotection Safehrowser

@6 =

Digital Protection

Order Farm

Subecriphion
Buppon

Todal

First Nama |

Last Nams: |

Countrygt r?n-m
State: [Dutside o UATansda =]
Ciky I—
Zip: |

Addrass: |

Fhana Numbar

Bt o (T34) SaTRION

E-Mail sddress: |

R | gree it ihe Tamos and Congilions

Wy Ordder I

Qrdor dolails;

LFETIME
PREMILM
§1as

CreditCand Kumbar:

CreditCard Typs —Please Selsgl—- =
cuv I

D G s e et Pl i e 3 oAl b i e Ao 299
e daek of tw ewvel amd i casmpmbely amga ot e e

Lo

Eup, Dats Mo v]. WRar -]

Thane ane o b COEIE Or lsRE Y
0 Wil Din hearped TN Seart amaurt Showe in ok
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Fig.28

@ Virus Protector

SECURE

I BILLING SYSTEM
L
L

We accept

TR

Wour Payment Informatlan:
FEymENt Type Credit Cand
o5
549 " Card Numiber [
* Card Expired - = [ =
* CVITVYE Humbes | et 1y e

Your Name and Address:

I MEme |

" Last Name

® Email

Fhone

Fig.29

Security Tool x

MIPAINT . EXE is infected with waorm Lsas.Blaster. Keyloger,
This wirm is trying torsend your credit card details using
MSPAINT.EXE to connect ko remaote host,
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Fig.30

@ Application cannok be executed, The file is infected. Please activate yvour anbivirus software,

Fig.31

3 XP Intermet Security ALERT - Microsoft Internet Explorer

Pi=  Edk  Yiew Fgvorbes Took  Hep

0”"“' L ."] fl l - Gmarch 5 Pavoribes wEh L _-.3

fgdness ﬂﬂw.l:uuq‘k Lom

c Internet Explorer alert. Visiting this site may pose a security threat to your system!

Possible regsons include

Cianaeraus cade foundin § j wihich irstalls urnsEnted soffware inlo Yaur systen

wihille suing the web (RECOMMEMNDED)
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